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Module Aims, Learning Outcomes and Indicative Contents
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Module Aims
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1. To define the concept of hosting 4
To introduce the cloud-computing paradigm
To simplify the transition from bare-metal serverg?hinking to a cloud-native
approach. ~

4. To foster the automation and orchestration‘concepts.

5. To design, build and manage privaté'elouds.
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Module Learning
Outcomes
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~
Classify cloud hosting types. y
Describe the data center infrastrli&ure.
Utilization of virtual machines -
Transition into virtualgnetworking.
Management of cloud infrastructures
Comprehension of cIoud-s’corage
Correct utilization,of micro-services.
Proper use of rate—lim~iting concepts. 4
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Understanding thé& concept of'security.

10. Understanding.the concept of privacy.

11. Capabilitypte.diagnose hottlenecks in cloud-based systems.

12. Proper application of congepts of elasticity in production systems.

~
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Indicative Contents
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Indicativé’copttent includes thefollowing:
~

-Cloud Computing Hisfory - Power wall, Cloud Computing physical component
andeorganization, cloud computing services. [5 hr.s]

-Cloud Computing types - Private and Public Cloud, Hybrid and Multi-Cloud,
Hyperscale’s, and'Cloud server selection. [5 hr.s]

I~
-Data Centers - Racks, aisles, Pods, Cloud networking and power management,

North-South and East-West Networks, Fat Tree design, leaf-spine scaling. [5 hr.s]

-VM and Containers - Virtualization, Hypervisor, Container and Docker software
components. [5 hr.s]

-Virtual Network and Virtual Storage - Overlays and Underlays, VLANs and
VXLANSs, SDN and OpenFlow Protocol, Programmable Network. [10 hrs.]

-consensus - Need of agreement in cloud-based systems, types, challenges. [10
hrs.]

-Cloud-storage- traditional vs sottware designed storage. [5 hr.s]
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-Microservices- Monolithic Apps in Data Centers, The Microservices Approach:
Pros and Cons, Microservices Granularity, Communication Protocols for
Microservices, Service Mesh Proxy, Microservices Technologies. [5 hr.s]

-Serverless Computing - The serverless Computing Approach, Stateless Servers

and Containers, Serverless Infrastructure, an Examplé.of‘Serverless Processing.
[10 hr.s]

~
-Edge Computing and IoT - The Latency Disadvartage of Cloud, Low Latency
Needs, Extending Edge to A Fog Hierarchy, Multi-level Caching, Edge computing
and IIoT, Communication of I1oT, Decentralization¥'0 hr.s]

Learning and Teaching Strategies >

alail] 5 ALl DN i

Strategies

~
~
The main strategy that willbe idopted in deliveging this module focuses on fostering

active student engagement-during exercises,#fostering the development of critical
thinking skills, and encousdging participatioh. Fhis will be accomplished through a
combination of classreem instruction, interactive tutorials, and the inclusion of
engaging expekiments that involve sampling activities that capture students' interest.
The aim is to refineand énhanc&students’ critical thinking abilities while ensuring their

active involvement in the learningprocess.
~

~

y StudenpWorkload (SWL)
LB ) 5l Jesl

~
Structured SWL (h/senm)< 24 Structured SWL (h/w) -
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Unstructured SWL (h/sem) 26 Unstructured SWL (h/w) 4
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Module Evaluation
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Time/Nu ) Relevant Learning
Weight (Marks) Week Due
mber Outcome
Quizzes 2 5% (10) 6, 10 LO #1,2,3,4
Formative Assignments 2 5% (10) 8,13 bO #5,6,8,9,
assessment Projects / Lab. 1 10% (10) ContifluQus
Report 1 10% (10) 14 \i LO #10, 11, 12
Summative Midterm Exam 2 hr 20% (10) ? LO#1-6
assessment Final Exam 4hr 50% (50) 16 All
Total assessment 100% (100 Marks)
y ~
~
~
~
~
~
~
y ~
~ ~
Delivery Plan (Weekly SyIIaby’s)
@Rl E pul) gl
Material Covered 4 y
—— The Era of Cloud Computing: The MotivationsforCloud, Power wall, Racks of Server Computer, Elastic
Computing, Multi-tenant Clouds, TaaS, PaaS, SaaS, and DadS.
) Types of Clouds andstSRFoviders™rivatgand Public Cloud, Provider Lock-in, Hybrid Cloud, Multi-Cloud,
Hyperscale. y
S Data Center Infrastructure and Equipment: Racks, Aisles, and Pods, Power and Cooling, Network
Equipment, North-SoUthyand East-West Network Traffic, Fat tree Design, leaf spine scaling, Unified Data Centers Network.
Week 4 Virtual Machinés and Containérs: Approaches To virtualization, Properties of Virtualization, Level of Trust
and 1/0 devices, VM Migration, Hypervisor. Container approach, Docker Containers, Docker software components.
Virtual Networks and Virtual Storage: Virtual Networks, Overlay and Underlays, VLANs, VXLAN,
Week 5 Virtual Network Switch, NAT, Mobility, SDN, The OpenFlow Protocol, Programmable Networks. Local and Remote
Storage, NAS, SAN, Object Storage.
Week 6 Consensus: Raft, Paxos, consistency levels, CAP, theorem.
Week 7 Software : Cloud native vs. Conventional Software, Parallel Processing, MapReduce Programming Paradigm, Math of
MapReduce, Apache Hadoop, HDFS, Hadoop support for Programming languages.
Week 8 Microservices: Monolithic Apps in Data Centers, The Microservices Approach: Pros and Cons, Microservices
Granularity, Communication Protocols for Microservices, Servie Mesh Proxy, Microservices Technologies.
Week 9 Mid-term-1
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Week 10 Cloud Storage: File, Object, Database storage systems, Software Defined Storage

Serverless Computing and DevOps: The serverless Computing Approach, Stateless Servers and Containers,
Week 11 Serverless Infrastructure, An Example of Serversles Processing. DevOps Approach, Continuous Integration, Continuous

Delivery, Caucious Deployment, Sandbox, Canary, and Blue/Green.
. Edge Computing and 10T The Latency Disadvantage of Cloud, Low Latency Needs, Extending Edge to A Fog

Hierarchy, Multi-level Caching, Edge computing and 10T, Communication of 10T, Decentfalization.

Cloud Security and Privacy: Cloud Security Problems, Traditional SecusityaVethods and its insufficiency with
Week 13 | ¢ioud, Zero Trust Security Model, Identity Management, PAM, Al and Security, Protectigﬁ'Remote Access, Privacy in

Cloud, Back Doors, Side Channels. 4
Week 14 | Building Your Own Cloud: Case Study, see TextBook#2
Week 15 | Building Your Own SaaS: Case Study, see TextBook#2
Week 16 Preparatory week before the final Exam v 4 >

& ~
~
~
~
Delivery Plan (Weeldydab. Syltabus)
~
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Material Covered ol

Week 1 Lab 1: hosting providers portal mgmts.g
4

Week 2 Lab 2: hosting specs and pricing
Week 3 Lab 3: virtualization softwaréxinstallation, configl
Week 4 4

Lab 4-5: VM mgmt. ~
Week 5 ~
Week 6 Lab 6: backup, recovery§scaling, up dOV\Ln.
Week 7

Lab 7-8: Proxmaox gngmt
Week 8
Week 9 Lab 9: tnigratioi offline, online, hypervisor replacement

~
Week 10
Week 11 | Lab 10-11-12: docker mgmt
Week 12
Week 13 | Mgmt. tools
Week 14 &
Virtual appliances
15
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Learning and Teaching Resources

Available in the
Text
Library?
Textbooks
Book#1: Douglas E. Comer, The Cloud Computing Book, The
Required Text future of Computing Explained, 1st Edition, CRC Press, 20214/ v
equired Texts Book#2: lan Foster and Dennis B. Gannon, "Cloud Computirlg es
for Science and Engineering", The MIT Press, 2017. v
~
Recommended Texts No
~
~
~
~
~
~
— —
Grading Schemé g ‘D~l
C"_\\AJ_\A *
Group Grade il Marks (%) |<Definition
A - Excellent Sl 90100 Outgc?anding Performance
s G B - Very Good BEevE 80 - 89 ABove average with some errors
uccess Grou
(50 - 100) P " c-Good NVES 70-79 Sodnd work with notable errors
D - Satisfactory Jawgie 60 - 69 Fair but with major shortcomings
E - Sufficient Jgudo & 50-59 Work meets minimum criteria
Fail Group FX - Fail (EENIEIN] .\éé)‘ ) o (45-49) More work required but credit awarded
(0-49) F - Fail Cwel)y (044) Considerable amount of work required
N
1L >

Note: Marks Decimal places above or belgw 0.5 will be reghded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas‘aymark of 54.44will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only gdjustment tolmarks awarded by the original marker(s) will be the automatic
rounding outlined above.




