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SWL (hr/sem) 180 Seminar
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Dr. Mabhmoud
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© Electrical Engineering Technical College - Department of Computer Engineering Techniques

Module Aims, Learning Outcomes and Indicative Contents
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1. Understand the Basics of Networking: The modulew'g';o provide students
with a solid foundation in the fundamental con

rinciples, and
components of computer networking.
2. Understand the purpose and importance of co r networks, network

architectures, and network protocols. :

Module Aims 3. Explore Network Infrastructure: The modulé’aims to familiarize students with
o different types of networks, such a rea Networks (LANs) and Wide
Ayl Baledl Slaial Area Networks (WANSs). . ¢

4. Explore various network devices a

s ed'n building and
managing networks.

\ g
5. Network Addressing and Su
students to comprehend{; ifig, and related concepts.

network standards and pr
IETF, and ISO

1. Explain the data
networking mod nd how to

2. Understand
achiev:d

Module Learning 4, ify and descrii€ the different network components and their functions,

Outcomes uding rout witches, firewalls, access points, and network cables.

. plain the tionship between data, which are created by a device, and
Y electroma ‘tic signals, which are transmitted over a medium.
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Ay : : 6. Explain the basics of network addressing, including IP addressing, subnetting,

) and the use of subnet masks.

7. Demonstrate knowledge of commonly used network protocols, such as IP,
TCP, UDP, ICMP, and DNS, and understand their roles in network

communication.

8. Analyze and describe different network topologies and architectures,
including star, bus, ring, and mesh networks.

9. Understand the fundamentals of network security, including common
threats, encryption techniques, firewalls, and best practices for securing
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networks.

10. Configure and troubleshoot basic network settings, including IP addressing,
subnetting, and network connectivity.

11. Explain the importance of network standards and protocols in ensuring

wnts.

interoperability and compatibility in network envi

12. Demonstrate an understanding of network per
techniques for optimizing network performa
management and Quality of Service (QoS) imp

L 2

13. Apply critical thinking and problem-solving skills to‘analyze and troubleshoot

network performance degradation:
.

s
14. Work effectively as a team mempbe

Indicative Contents
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s

logies ; 6 hrs

\ions :6 hrs

Network cowt:ts and thei
Networkamo *0Sl and TCP. *12 hrs

cture : 6 hrs

Networ ices and Infra

Routers, switches, and

Net ;k terfaces
work cables and'connectors : 6 hrs

:twork architectures: LAN, WAN, MAN : 6 hrs

Network Addressing and Subnetting : 6 hrs
IPv4 and IPv6 addressing : 6 hrs
Subnet masks and subnetting techniques : 6 hrs

IP address allocation and management : 4 hrs
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Learning and Teaching Strategies
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The main strategy that will be adopted in delivering thissmodule is to encourage
students’ participation in the exercises, while at the sarme_timé refining and expanding

Strategies their critical thinking skills. This will be achieved through Qasses, interactive tutorials
and by considering type of simple experiments involving some sampling activities that
are interesting to the students. 4
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Student Work
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Unstructured SWL (h/sem) v 6.5
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) Moddle Evaluation
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Time/ 2 Relevant Learning
4 . Weight (Marks) Week Due P
Quizzes 2 5% (5) 3,11 LO #1, 2,9 and 10
Formative Assignments 2 5% (5) 2,12 LO#4,5,6,7and 8
assessment Projects / Lab. 1 5% (5) Continuous
Report 1 5% (5) 15 LO# 13and 14
Summative Midterm Exam 2 hr 30% (10) 7 LO#1-8
assessment Final Exam 4hr 50% (50) 16 All
Total assessment 100% (100 Marks)
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Delivery Plan (Weekly Syllabus)
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Material Covered

Week 1 Introduction to Networking, definition and purpose of computer netwaerks
Week 2 Basic Concepts of Networking, Line configuration ~A‘ ~‘
Week 3 Transmission MOD ~‘
Week 4 Categories of Networks 4 y
Week 5 The OSI Model ,data protocol unit
Week 6 Main functions of the OSI Layers 4 S
Week7 | TCP/IP Protocol Suite v 4 V 4
Week 8 IP address concept, classes v
Week 9 Subnetting v
Week 10 | Networking and Internetworks Devices
Week 11 | Guided Transmission Media 4
Week 12 | Unguided Transmissioprigdia 4
Week 13 | Multiplexing technique A
Week 14 FDM,TDM, and CDM A P
Relationshipketween data, whigh afe created by a device, and electromagnetic signals,
Week 15
which are trapsmitted over asmedium.
Week 16 | Preparatory weéek before the final Exam
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Delivery Plan (Weekly Lab. Syllabus)
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Material Covered

Week 1 Lab 1: Introduction to Network ,Familiarization with the lab environment_and tools
Week 2 Lab 2: Introduction to Networking Equipment familiarization with networksdevices such as routers,
switches, and hubs. LS
Week 3 Lab 3: Connecting and configuring network devices. 4
Week 4 Lab 4: Network Cabling and Connections y
~
Week 5 Lab 5: Configuring and troubleshooting Ethernet connections
Week 6 Lab 6: IP Addressing and Subnetting , assigning IP addresses te.network devices.
Week 7 Lab 7: Network Configuration and Troubleshooting ~~ S
v 2
~

Learning and Teaching BeSolirced y
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N v Available in the
Jext
< s Library?
Required Texts " TCP/IP Protocol Suite” Fourth Edition Behrog;A. Forouzan NO
“Data Communications and Networkidg”, Fourth Edition
Recommended Texts No
by Behrouz A. Forouzahg
Websites y
~
\4
Gradhsg%eme
Cila b Lalads
Group Grade < el Marks (%) | Definition
A - Excellent el 90 - 100 Outstanding Performance
B - Very Geod{ I dus 80-89 Above average with some errors
Success Group -
(50 - 100) C - Good NVES 70-79 Sound work with notable errors
D* Satisiaﬁory osgio 60 - 69 Fair but with major shortcomings
E - Sufficient Jgstn 50-59 Work meets minimum criteria
Fail Group FX - Fail (A laadl WiB) Cwly | (45-49) More work required but credit awarded
(0-49) F - Fail ol (0-44) Considerable amount of work required

Note: Marks Decimal places above or below 0.5 will be rounded to the higher or lower full mark (for example a mark
of 54.5 will be rounded to 55, whereas a mark of 54.4 will be rounded to 54. The University has a policy NOT to
condone "near-pass fails" so the only adjustment to marks awarded by the original marker(s) will be the automatic
rounding outlined above.




